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So, what exactly do these criminals go after? To
understand this, we would need to review what
is available inside a healthcare institution. Such
enterprises usually store information digitally
and on paper.
Securing this is an important factor when it
comes
to
patient
safety
in
healthcare
institutions. Patient EMR (Electronic Medical
Records) data such as doctor's case notes, lab
reports,
radiology
reports,
medication
information, are sensitive and should only be
accessed and used by those with correct
authorization.

In the year 2020,
22 billion medical & financial records, was
stolen of which 36% of all major security
incidents, originated from hospital security
incidents. Covid-19 has said to spike these
data breaches and has costed the health
care industry approximately USD $5.6 billion
in terms of financial loss which is growing
massively, according to Becker’s Hospital
Review.
This number is rising exponentially in 2021,
no thanks to Covid-19. In Malaysia, we do
not have official statistics, but it is known
that the numbers are rising, but it is not
published as it defames the image of
healthcare institution, which is also the
case around the world.
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And in the private sector, the data involves
financial
data,
insurance,
banking
details,
family, relations, and many other aspects of
one’s life, which makes a hospital a treasure
trove for criminals. An incredible amount of
patient
data
are
located
in
a
hospital,
confidential data that’s worth a lot of money to
criminals who can sell it on easily – making the
industry a growing target.
These organizations have a duty to protect their
patients’ personal records and it’s becoming
increasingly important for hospitals to keep their
information secure. Besides the obligations to
their patients and partners, hospitals that do
take cybersecurity seriously are also liable to
the authorities. Ignoring Information security
carries huge financial penalties. Any security
breach could set a healthcare enterprise back
by RM 500,000 for Malaysian PDPA (Personal
Data Protection Act) or 20 Million euros for
European
GDPR
(General
Data
Protection
Regulation).
On another note, if a hospital plans to retrieve
their data from ransomware, it comes with
hundreds of thousands of ringgit price tags – all
these are real and an alarming thought for the
healthcare industry that’s already struggling
with financing situation and their daily work
demands.
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Lets look at why healthcare organizations
struggle
to
manage
their
cybersecurity
threats. Below are some of the reasons:

Cost factor

Generally, hospitals are considered
as a costly affair - net revenues are
perceived to be declining, driven by
flat
revenues
and
increasing
operating expenses.
Hence maintaining cybersecurity or
engaging in third-party contractors is
never on the high priority list of the
management.
Most are under the mindset of things
are working fine, so why fix it (when
nothing is broken)?

Change management

Hospitals are a busy bunch. Most
often Healthcare enterprises staffs
are some of the busiest and most in
demand in the country.
Medical staffs work long hours and
on very tight deadlines, with patients
life at stake – which means they
simply
don’t
have
the
time
or
resources to add security processes
to their workload.
Medical professionals need slick
working
practices
with
minimal
distractions. Information technology
on the other hand requires constant
change, update, upgrade, technology
refresh, not to mention the sensitive
nature of the software and its bugs.
Cybersecurity and its practices &
limitations are probably the last
things medical staff need in their
day-to-day work and is the reason
why hospital management avoids
many disruptions or changes to the
Information Systems within hospitals.

Device Complexities

Device complexity makes hospital
cybersecurity a challenge. Like many
other enterprises with a large staff
base and a physical space, hospitals
need to manage the large number of
devices
used
by
both
by
administrators,
medical
staffs,
patients,
and
their
visitors
to
transact businesses, provide care,
and pass time.
Besides having hundreds of iPhones,
Android
devices,
tablets
and
personal laptops as a part of the
BYOD(Bring
Your
Own
Device)
policy, a hospital is also home to
many types of medical equipment
with operating systems that are
probably older than your age.
Getting this equipment updated with
the latest operating system is not
only
a
strenuous
task
for
the
operations team, but it is also a
costly one. Equipment suppliers and
ven-dors
mostly
charge
a
huge
amount of money for such update
and upgrade activities. These costs
are looked at as unnecessary by the
management, hence the lack of
motivation
to
embark
on
such
activities.
All
these
which
makes
this
equipment
prime
targets
for
criminals, as it is well known that
equipment which are not updated
expose various security loopholes
which can be easily exploited by
criminals.
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Due to the above challenges, healthcare
enterprises
are
slow
to
address
and
safeguard their cybersecurity needs. The
impact of not managing the security is a
heavy one, some as follows:

1. Ransomware:

Hackers use ransomware control and
blackmail hospital devices, servers or
even entire networks. In most cases, a
ransom is then demanded to rectify the
encryption, in bitcoin, which makes it
difficult
to
trace
and
catch
such
criminals. In the US alone, 600 clinics,
hospitals and healthcare organizations
were
attacked
by
92
individual
ransomware attacks, affecting 18 million
patient records in 2020. The costs of
these attacks are almost $21 billion,
according to a US government study.

2. Cloud Security:

Protected health information such as
medical records and financial records are
increasingly being stored on the cloud.
Without the right security measures such
as penetration testing, firewall, policy
and
procedure
for
cloud
security
operations, the cloud is increasingly
becoming the weak honeypot for the
security of health care organizations.

3. Phishing attacks:

Phishing is the fraudulent method to get
sensitive information or data, such as
usernames, passwords, or any other
personal information details by impersonating oneself as a trustworthy entity
in any digital communication. Healthcare
enterprises are an excellent target for
such attacks, due to the complex working
environment and the rush to gets things
done. Staffs lack cybersecurity education, adhering to any available policy
and procedure before providing any
sensitive information is non-existent.

According to HIMSS (Healthcare Information
and Management Systems Society), some of
other security incidents by statistics in the year
2020 are :
Phishing attacks (reported by 57% of
HIMSS members)
Credential harvesting attacks (21%)
Social engineering
phishing (20%)

attacks

other

Ransomware or other malware (20%)
Theft or loss (16%)
Website or web application attacks (14%)
Negligent insider activity (13%)
Breach or data leakage (11%)
Malicious insider activity (10%)
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The standard helps organizations to assess
their information risks, then treat them - using
information security controls, according to their
needs, using the guidance and suggestions
where relevant. Given the dynamic nature of
information risk and security, the ISMS concept
incorporates
continuous
feedback
and
improvement activities to respond to changes in
the threats, vulnerabilities, or impacts of
incidents.

So, how should an organization such as
Healthcare Organization start to address
its cybersecurity strategy? This is where
the ISO 27000 series of standards becomes
a useful tool to address these issues.
The ISO/IEC 27000-series (also known as
the 'ISMS Family of Standards' or 'ISO27K'
for short) comprises of information security
standards published jointly by the International Organization for Standardization
(ISO)
and
the
International
Electrotechnical Commission (IEC).
It is a family of standards, which provides
various
controls,
to
all
aspects
of
cybersecurity for an organization. It is not
healthcare specific, as it addresses all
generic areas which need to be covered for
any enterprise, regardless of the size or
industry. It is very similar to the likes of
ISO 9000 series for quality and ISO 14000
for the environmental protection standards
While there are many sections of the
series,
the
typical
organizations
are
encouraged to start from ISO 27001: 2013
(the latest update to the standard), this is
also known as the Information Security
Management System (ISMS). And it is the
de-facto standard on how to manage
cybersecurity for an organization, such as
a hospital. This series is broad in scope,
i.e: privacy, confidentiality and IT/technical/cybersecurity issues.

The ISO 27001 standard has 114 controls, in 14
logical groupings with 35 categories:
A.5: Information security policies (2 controls)
A.6: Organization of information security
(7 controls)
A.7: Human resource security - 6 controls that
are applied before, during, or after
employment
A.8: Asset management (10 controls)
A.9: Access control (14 controls)
A.10: Cryptography (2 controls)
A.11: Physical and environmental security (15
controls)
A.12: Operations security (14 controls)
A.13: Communications security (7 controls)
A.14: System acquisition, development and
maintenance (13 controls)
A.15: Supplier relationships (5 controls)
A.16: Information security incident management
(7 controls)
A.17: Information security aspects of business
continuity management (4 controls)
A.18: Compliance; with internal requirements,
such as policies, and with external
requirements, such as laws (8 controls)

The Standard helps organizations to
have a broad perspective of their
cybersecurity strategy.
It helps to map out the various aspects which
need to be assessed to conduct a gap analysis
between where the organization stands now,
and where they need to be, in terms of their
cybersecurity planning.
Broad
areas
such
as
People,
Products,
Processes, Partners, Projects are all involved
here, internally as well as externally.
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